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1. IACIIOPT PABOYEM MMPOI'PAMMBI YYEBHOM JTUCIUILJIAHBI
OIl.14. TH®OPMAILIMOHHAA BE3OITACHOCTD

1.1. O61acTh NpUMEHEHUS MPOTrPAMMBbI

Pabouass  mporpamma  y4eOHOM  JUCUMIUIMHBI  SIBJISETCS  YacTblO
oOpaszoBarenbHOM mporpammel B coorBercTBUM ¢ PI'OC mo cnenuansHoct CIIO
09.02.07 UudopMaimoHHbIE CUCTEMBI U IPOIPAMMHUPOBAHHUE.

1.2. MecTo JMCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM POIPaAMMBI:
VYyeonas nucummnuua OIl.14. UudopmanumonHas 0e30MacHOCTb MPUHAICKUT K
ob1enpodecCHOHAIBHOMY IHKITY.

B pesynbrare ocBoeHHs 00pa3oBaTeIbHON MPOrpamMMbl Y BBIMYCKHUKA JOJHKHBI
OBITH chOpMUPOBaAHBI 00IIKE U MTPODHECCHOHATBHBIC KOMITETCHITUH.

BbinmyckHHMK, OCBOMBIINI 00pa3oBaTeNbHYIO MPOrpaMMy, JOJDKEH o00ianarh
cienyomuMu oomumu komneteHnusamu (nanee — OK):

OK 01. Bribupats ciocoObl pemienus 3a1a4 npoGpecCuoOHAIbHON e TEIHHOCTH,
MPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02. OcymiecTBisTh TMOWCK, aHAIW3 W HWHTEPIpPETalni0 HH(POpPMAIIHH,
HEO0OXOAMMOM ISl BBIMOJIHEHUS 33124 Npo(heCCUOHATBHON NeATEIbHOCTH

OK 04. PaGoTaTh B KOJUIEKTHBE M KOMaHJE, 3)()EeKTUBHO B3aMMOEHCTBOBATD C
KOJUIETaMU, PYKOBOJICTBOM, KJIMEHTaMHU.

OK 05. OcyuecTBisiTh YCTHYHO W [HCbMEHHYI) KOMMYHHUKAlMIO Ha
roCyJapCTBEHHOM SI3bIKE C YUYE€TOM OCOOEHHOCTEH COIMAJIbHOIO M KYJIbTYPHOTO
KOHTEKCTA.

OK 09. HcnonwszoBaTh MHGPOPMAIIMOHHBIE TEXHOJOTUM B TpodeccHoHaIbHON
JEeSITENbHOCTH

OK.10 ITonp3oBaThcs mpodheccuoHaNbHOM JOKYMEHTAIMEH Ha TOCY1apCTBEHHOM
Y UHOCTPAHHOM $I3bIKaX.

BbInmyckHMK, OCBOMBIIMI 00pa3oBaTeNbHYI0 MPOrpaMMy, JAOJDKEH 00JaaaTh
npodeccuOHAIbHBIMU KoMIleTeHIusIMH (atiee - [1K), cooTBeTCTBYIOIIMMU OCHOBHBIM
BUJIaM JESTEIbHOCTHU:

I1K 1.4. OGecnieunBath 3alIUTy IPOrPAMMHOTO 00ECIEYEHHUS] KOMIIBIOTEPHBIX

CHUCTEM MPOTPAMMHBIMU CPEJICTBAMU.
[1IK 4.5. AnMuHHUCTpUPOBaTh 0a3bl JAHHBIX.
[1K 4.6. 3amummars nHGopMaluio B 0a3e TaHHBIX C UCIOJIb30BaHUEM
TEXHOJIOTHUH 3aIUThl UHPOPMAITUH.

1.3. Hean 1 3a1a4u AMCHUIUIMHBI — TPEOOBAHUSA K Pe3yJIbTATaM 0CBOCHMS
JUCIHMIIJIMHDBI:

[lens wW3yyeHWs JUCUMIUIMHBI — 3alllUTa HAIUOHAJIbHBIX HWHTEPECOB;
oOecrieueHne 4eoBeka U o0IeCTBa JOCTOBEPHOU 1 MOJIHOM MHGOpMaIIHe; mpaBoBas
3allMTa YeJIOBeKa W 00IIecTBa MPH MOJTYUYSHUH, PACIIPOCTPAHEHUH U MCTIOJIb30BAHUH
uHdopmaIuu.



3amauaMy  SBISIOTCS:  aHAIW3  MPOU3BOIAUTEIBHOCTH W HAJIEKHOCTH,
yIpaBiieHre 0€30MacHOCThI0, yUeT TpadukKa, yrpaBieHue KOHPUTYpalien.

B pesynbTaTe 0cBOCHMS TUCIUIUTAHBI CTYJEHT Q0AMCEH 3HAMb.!

— OCHOBHBIE CpEICTBA ¥ METOJABl 3alUThl KOMIBIOTEPHBIX CHCTEM
MPOTPAMMHBIMHU | aIMTAPATHBIMHU CPEJICTBAMH,

— TEXHOJIOTHUH Tiepeau 1 0OMeHa JaHHBIMHU B KOMITBIOTEPHBIX CETSIX;

—  aJITOPUTM MPOBEJEHUS MPOIIETYPhl PE3EPBHOTO KOMUPOBAHMUS;

—  aJTOPUTM MPOBEIEHUS MPOIIETYPhl BOCCTAHOBICHHS 0a3bl JAHHBIX;

—  METOJbl OpPTaHU3AINH [IETOCTHOCTH JaHHBIX;

—  CIOCOOBI KOHTPOJIS IOCTYTA K JAHHBIM U YIIPABJICHUS IPUBHIICTUSIMU;

—  OCHOBBI Pa3pabOTKH MPUIIOKEHUN 0a3 TaHHBIX;

— OCHOBHBIC METOJIbI M CPEJICTBA 3AIIUTHI JAHHBIX B 0a3¢ JaHHBIX.

B pesynbTaTe 0CBOCHUS TUCIUTIIIUHBI CTYACHT O0INCEH YMemb.

— WCIOJIB30BaTh ~ METOABI  3allUTBl  MPOTPAMMHOTO  OOecreueHus
KOMITBIOTEPHBIX CHCTEM;

— aHAIM3UPOBATh PUCKH W XapaKTEPUCTHUKHM KadecTBa IPOrPaMMHOTO
oOecIeueHus;

— BBIOMpPATh W HCIOJIH30BAaTh METOJBI U CPEJCTBA 3alIUTHI KOMIBIOTEPHBIX
CUCTEM MPOTPAMMHBIMHU U alMapaTHBIMK CPEJCTBAMU;

—  TPUMEHSATH CTAaHAAPTHBIE METOIBI JIJIS 3aIIUTHI 00BEKTOB Oa3bl TaHHBIX;

— BBINOJNHATH CTAaHAAPTHBIC TPOIEAYPHl PE3EPBHOTO KOMUPOBAHUS |
MOHHUTOPHHTA BBITTOJIHEHUS 3TON TPOIEAYPHI;

— BBINIOJIHATH TPOIEAYPY BOCCTAHOBJIEHHS ©0a3bl JaHHBIX U  BECTU
MOHUTOPHUHT BBIMIOJTHEHUS ITOU MPOIIEAYPHI;

— BBINIOJIHATh YCTAHOBKY W HACTPOHKY MPOTPAMMHOTO OOECIeueHUs s
oOecrieueHust pabOTHI MOJIB30BATENS C 0a3011 TaHHBIX;

— o0ecrneunBaTh HHPOPMAITMOHHYIO OE30MMaCHOCTh Ha YPOBHE 0a3bl IaHHBIX.

1.4. Kosau4yecTBO 4aCOB HA OCBOEHHE MPOTPAMMBI T CIUTILINHBI:
O6bem 00pa3oBaTenbHOM MporpaMmMbl — 46 4acoB, B TOM YHCIIE:
3aHATHS BO B3aMMOJICHCTBUH C TIperogaBareieM — 36 4acos;
CaMOCTOATENHHOM paboThl 0Oyvatomierocs — 10 gacos.
®opma uToroBoit arrecranuu: 1udhepeHITIPOBAHHBIN 3aUeT.

IIpu yrpo3e BO3HUKHOBEHUS U (WJIM) BO3HUKHOBEHUM  OTJIEIbHBIX
Ype3BbIYAWHBIX CUTyalldid, BBEJACHUU PEXKUMA IMOBBIINIEHHOW TOTOBHOCTH WU
Ype3BbIYAHON CUTyaluu Ha Bceil Tepputopun Poccuiickoit denepanu mubo Ha ee
yacTu peaiuszanus padoueil mporpaMmbl  y4eOHOW  JUCHUIUIMHBI  MOYXET
OCYILECTBJISITECA C TMPUMEHEHHEM JJICKTPOHHOTO OOY4YeHHMs, JAUCTAHIIMOHHBIX
00pa3zoBaTeIbHBIX TEXHOJIOTHM.



2. CTPYKTYPA U COJAEPKAHUE YUYEBHOM JUCIUIIJINHBI

2.1. O0bem yueOHOM TUCHUIIMHBI U BUABI y4eOHOH padoThI

Bup y4eOHoii padoThI

O0BeM yacoB

O0bem o0pa3oBaTe1bHON NPOrPaMMBbI 46
3aHsATHA BO B3aUMO/JEHCTBHH C NpenojaBareseM 34
B TOM UHUCIIE:
TEOPETUYECKUE 3aHATHS 14
71a00paTOpHBIE 3aHATHS (He npedycMompensi) -
IPAKTUYECKHUE 3aHITHS 20
KOHTPOJIbHBIE PAOOTHI (He npedycmompeHvl) -
KypcoBas paboTa (IpoeKT) (He npedycmompeHr,) -
CamocrosiTesibHas paboTa o0y4yaronierocsi (Bcero) 10
B TOM YHCIIE:
camocTosTeNlbHas paboTa HaJ KypcoBoii paboToi (TIPOEKTOM) -
(He npedycmompeHo)
Wrorosas arrectanus B hopme mudGepeHIIMPOBAHHOTO 3a4eTa 2




2.2. TemaTU4eCKHUil IUVIAH U CoJepKaHNEe YIeOHOH TN CIUIINHBI

OI1.14. UadopmannoHHast 0€30IIaCHOCTH

HanmenoBanue Coaeprxanue yueOHOro MaTepunasa, JjadopaTopHble H NpakTHYecKkue padorbl, | O0bem Koambi Yposenn
pa3iesioB M TeM caMocTosiTeIbHas padoTa o0yuyarommxcs, Kypcopas padot (MpoeKT) (eciu B Yacax | KOMIETEeHIHH, OCBOCHMA
npeodycmompeHul) ¢popmupoBaHuI0
KOTOPbIX
crnoco0cTByeT
3J1eMEHT
MPOrpaMMbl
1 2 3 4 5
Paznea 1. bops0a ¢ yrpo3aMu HeCAHKIMOHHPOBAHHOI'0 10CTYNA K HH(OpManuu
Tema 1.1. Coaepxxanue y4eOHOro MaTepuaJia 2
AKTyaJIbHOCTb 1 | OcHoBHBIE TOHATUS 0€30MacHOCTU: KOH(PUACHIUATHHOCTh, LEIOCTHOCT, OK 01. 1
po0sIeMbI nocTynHOCTh. OOBEKTHI, LEIN U 3aJauM 3aluuThl nHGopManuu. Bo3moxHbie OK 02.
obecrieueHus yrpo3bl  HMHGOPMAIMOHHON 0€30MacHOCTH: KJIAcCHU(UKALUsA, HCTOUYHUKHU OK 04.
0e30macHOCTH BO3HUKHOBEHUS U IyTH peanu3anuu. Buner yrpo3. Onpenenenne TpedoBaHUi OK 05.
uHpopManuu K YpOBHIO oOecrneueHHss WHGOPMALMOHHON 0e30MacHOCTH. YTpaBieHUe 2 OK 09.
besonacHocts B/, puckamu. OcHoBHble moHATHS. [lpouecc ouenku puckoB. IlonsTue OK 10
YIPO3BI, 3alUTa 6e3onmacHoctu BJI. VYrpossl 6e3onmacHoctu BJl: oOmme u cnenuduuHble. [IK 1.4
TpeboBanust 6e3onacuoctu bJ. Mctopust pa3suTHs, Ha3HaYeHHE U POJb 0a3 I1IK 4.5
JaHHBIX. Mojenn JaHHBIX. MaremMaTHu4eckhMe OCHOBBI  ITOCTPOEHUS I1K 4.6
pensitnoHHbIX CYBJ]
JlaGopaTopHbie paboTHI (He npedycmompensi) -
[IpakTrueckue 3aHsITHS 4
1 | O630p HOpPMAaTUBHBIX TPAaBOBbIX AaKTOB, HOPMATHUBHBIX METOJUYECKUX 2 2
JIOKYMEHTOB 10 3aIluTe HHPOPMALIUHU, B COCTAB KOTOPBIX BXOAAT TpeOOBaHUS
¥ PEKOMEHJANWU TI0 3alUTe WHPOPMALUU MPOTPAMMHBIMU U TPOTPAMMHO-
anmapaTHbIMM cpeficTBaMu. PaboTa ¢ copep)kaHueM HOPMAaTHUBHBIX MPaBOBBIX
aKTOB
2 | AHanu3 pucKoB HH(OPMAIIMOHHOW 6€30MacHOCTH 2 2
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KoHnTtponbHbIe paboThl (He npedycmompenvt)

BueayauropHas camocTosiTesnbHas paboTa 00yyarommxcs 2

1 ‘ Hoxnan Ha TeMy: «3aiuTa HHPOpPMaIH, TaliHa» 2
Tema 1.2. Coaepxxanue y4eOHOro MarepuaJia 1 OK 01.
Kpurepuu 1 | Kputepuu orieHku HaexHbIX KoMibioTepHbIX cucTeM (TCSEC). IToHsITHE MOTUTHKH OK 02.
3alUIIEHHOCTH B):[ oesomnacHoctu. CoOBMeECTHOE IIPUMEHEHUE pPa3IUYHBIX ITOJIUTHK 0€30I1aCHOCTA B 1 OK 04.
pamkax emuHou Moxenu. Wurtepmperanus TCSEC mms manexseix CYBJ] (TDI). OK 05.
Ouenka HagexkHoCcTH CY B/ Kak KOMIIOHEHTBI BRIYHCIIHTEIIBHON CHCTEMBI. OK 09.
JlaGopaTtopHbie paboTHI (He npedycmompenvt) - OK 10.
[IpakTUueckoe 3aHATUE (He npedyCMOmpeHbl) - K 1.4.
KoHTponbHbIE pabOTH (He npedycmompeni) - 1K 4.5.
BreayautopHas caMoCTOsITeNIbHAsS paboTa 00YUYaIONINXCS (He npedyCMompenvl) - 1IK 4.6.

Coaep:xxaHue y4eOHOro MaTepuaJia 1

1 | Huckpermonnas (n30upaTenbHasi) U MaHaaTHAs (TIOJTHOMOYHAS ) MOJICITH 1
6e3onacHoctr. Knaccudukarms Mozeneit. ACeKThl HCCIIeIOBAHUS MOJIEIICH OK 01.
0e3omacHocTu. OcobeHHoCTH TpuMeHeHHs Mosenelt 6ezonmacHoct B CYB/IL OK 02.
Tema 1.3. JIaGopaTtopHble paboTHI (He npedycmompervl) - OK 04.
Monemn [IpakTrueckoe 3aHsTHE 2 OK 05.
663012?;;2;”“ B 3 ‘ N3yuyenne mexannsmos 3aumtel CYB/I MS ACCESS 2 8E (l)g
KoHTponbHbBIe paboTHI (He npedycmompensl) IIK 1.4.
BreayautopHas caMocTosiTeNbHAs paboTa 00y4Jaronuxcs 2 TIK 4.5.
2 | IToarotoBka cooOmieHus Ha TeMy: «Cxema uaeHTHGUKauu [ uioy - 2 MK 4.6,

Kyuckyorepa.»

Tema 1.4. Coaepxxanue y4eOHOro MaTepuaJia 1
CpenctBa 1 | O6mme cBenenusi. CoBMECTHOE WPHMEHEHHE CpPEACTB HWACHTH(PUKAIMH U 1 OK 01.
uaeHTHQUKALINT 1 aytentudukaimu, BctpoeHHbx B CYB/] u B OC. OK 02.
ayTeHTH(UKAMH JlaboparopHblie pabOTHI (He npedycmompeHul) - OK 04.
[IpakTrueckoe 3aHsTHE 2 OK 05.
4 ‘ WNnentudukarus u ayTeHTHPUKAIUS O0BEKTOB CETH. 2 OK 09.
KoHnTtponbHbIe paboThl (e npedycmompenvt) - gflf f-(é)l

BHreaymuTopHas camocTosTeNbHast padboTa o0ydaromuxcs (He npedycmompenvi)
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IIK 4.5.

I1K 4.6.
Coaep:xaHue y4eOHOro MaTepuaJia 1
1 | OcHOBHBIC TOHATHSA: CYOBEKTHI M OOBEKTHI, TPYIIBI MOIL30BATEICH, TPHUBHIICTHH, 1
ponu M TpeAcTaBieHrud. Buasl mpuBHUiIeruii: MpUBUIETHN OE€30MAaCHOCTH M JIOCTYyIA. OK 01,
Wcnonb3oBanue ponel‘/i n HpI/IBI/IHCI‘I/Iﬁ nons3oBareiaer. COOTHOIIIEHUE npaB AOCTYIIA, 1 OK 02
Tema 1.5. ompenensiembix OC u CYBJl. Mcnonp3oBaHue mpencTaBieHud s oOecredeHus OK 04.
Cpencrea koHnpuaennuansHoctd uadopmanuu B CYBJI. Cpencrsa peanusaluyd MaHIATHOR OK 05.
nonutHky 0e3onacHocT B CYB/I. OK 09.
yIpaBlIeHUS
JoCTYTIOM JlaGopaTopHsble paboThI (He npedycmompenvi) - OK 10.
[IpakTrueckoe 3aHsTHE 2 IIK 1.4.
5 ‘ Hcnonp3oBanue poseil 1 MPUBUIICTUHA MTOJTH30BATEICH. 2 TIK 4.5. 2
[1IK 4.6.
KoHTponbHbIe paboTHI (He npedycmompensl) -
BaeayautopHas caMocTosiTeNbHas paboTa 00y4aronuXcs (He npedycmMompensl) -
Tema 1.6. CoaeprxaHue yueOHOro MaTepuaJia 1 OK 01.
Henoctrocts B/l 1 1 | OcHOBHBIC BUIBI U MPUYMHBI BO3HUKHOBEHUS Yrpo3 LENOCTHOCTU. CriocoObl OK 02. 1
CIIOCOOKI €€ npotuBoaeiictBud. Llenn wucnonpzoBanusi TpurrepoB. CrocoObl 3amaHus, OK 04.
obecrieueHus MOMEHTHI  BBINOJIHEHUsA. JleknapaTuBHas W IPOLEAYPHAs CCBIJIOYHBIE 1 OK 05.
nenoctTHocTd.  BuemmHuit  kimod.  CrocoObl  moazepKaHUs — CCHUIIOYHOM OK 09.
LIEJIOCTHOCTH. OK 10.
JlaGopaTopHbie paboThI (He npedycmompenvt) - IIK 1.4.
[IpakTudeckue 3aHATHS (He npedycmompersl) - TIK 4.5.
KoHTponbHbIE paboTHI (e npedycmompersl) - MK 4.6.
Breaynuropnas camoctosTensHas pabota 00y4Jaronmuxcs 2 3
3 | CooOmmenune/npesentanus Ha Temy: « TpH BUja BO3MOKHBIX HapyIICHUH 2 2
MH(OPMALIMOHHON CUCTEMBL.»
Tewma 1.7. Coaep:xanue yueOHOro MaTepHaJia 1 OK 01.
Knaccudukanus 1 | mpuuuHBI, BUABI, OCHOBHBIE METOJbl HApYyIIEHUS KOH(UIECHIIUATBHOCTH. OK 02. 1
yIpo3 Tuner yreukn kxoHpuaennmanpHOM wuHGOpManmu u3 CYBJl, wactuunoe 1 OK 04.
KOH(UICHIIMATHEHOCT pasriaiieHue. [Tomyuenue HECaHKIMOHUPOBAHHOTO JocTyna K OK 05.
u CYB/I KOH(MUICHIMATLHOW WH(POPMAIIUU TYTEeM JIOTUYECKUX BBIBOJOB. MeTombl OK 09.
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\ npotrBoiecTBUsI. OCOOCHHOCTH MPUMEHEHHUS KPUNTOTPAPUIECKUX METOJIOB. OK 10.
JlaGopaTtopHbie paboTHI (e npedycmompenvt) - IIK 1.4.
[IpakTuueckoe 3ansTHe 2 K 4.5.
6 | [lomyuyeHne HECAHKIIMOHMPOBAHHOTO JOCTyNa K KOH(PUACHIIMAIBHOU 2 [IK 4.6.
nH(GOPMAIIUY TyTEM JIOTHUYECKHUX BBIBOJIOB.

KonTponbHble paboThI (e npedycmompensl) -

BreaynuropHas camocTosTenbHas padoTa 00yUaromuxcs (He npedycmompennl) -

Coaep:xaHue y4eOHOro MaTepuaJia 2
1 | IlomoT4eTHOCTh  ACHCTBUU  TIOJNIB30OBATENsl W ayAWT  CBSI3aHHBIX C 2 OK 01.
Oe3zomacHOCTBIO  coObITMH.  Peructpanuss — geiicTBuii  moJb30BaTels. OK 02.
VYrpasinenrue Ha0OpPOM PErUCTPUPYEMBIX COOBITHIA. AHAIN3 PETUCTPAITMOHHON OK 04.
Tema 1.8. undopmaruy. OK 05.
AyIHT 1 JlabopatopHble pabOTHI (He npedycmompeHul) OK 09.
MMOJOTYETHOCTh [IpakTrueckoe 3aHsTHE. 4 OK 10.
7 | Peructpanust coObITHII (ayAUT). 2 I1IK 1.4.
8 | Hactpoiika mapameTpoB perucTpanuu 1 ayJuTa OnepaliOHHON CUCTEMbI 2 1K 4.5.
KoHTponbHbIE paboTHI (He npedycmompersl) - TIK 4.6.

Breaynuropras camocTosTenbHas padoTa 00yJaromuxcs (He npedycmompennl) -

Coaepxxanue y4eOHOIro MaTepuaJia 2

1 | TpaH3akuuu Kak CpelCTBO M30JUPOBAHHOCTU ToNb30BaTenei. Cepuanuzanus 2
TpaH3akMid. MeToasl cepuanM3aluy TpaH3aKUMH. PexuMbl OJIOKHPOBOK. OK 01.
[IpaBuna COTJIaCOBaHUS OJIOKUPOBOK. JByxa3ubrit MIPOTOKOI OK 02.
CHHXPOHH3AIMOHHBIX OJIOKUPOBOK. TYNHUKOBBIE CUTYAIINH, UX PACTIO3HABAaHHE OK 04,
Tema 1.9. 1 PpaspyHICHHC. OK 05.
TpaH3aKIuy U JlabopartopHble pabOTHI (He npedycmompeHul) - OK 09.
OJIOKHPOBKHU [IpakTrueckoe 3aHsATHE 2 OK 10.
9 | IlpumeHeHne TpaH3aKUUKA KaK CpelCcTBa W30JIMPOBAHHOCTH IOJIb30BATENCH. 2 1K 1.4.
PexuMBbI OIIOKMPOBOK. IIK 4.5.
KonTponbHble paboThl (e npedycmompersl) - [IK 4.6.

Breaynuropnas camoctosTenpHas paboTa 00y4Jaronmuxcs 2

4 | Hammmcanue cooGuienns Ha Temy: «I{elocTHOCTB Koaa mprioxkenns. SQL- 2
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nabeknun. J[nnamuueckoe BoimotHeHUE Koaa SQL u PL/SQL. Kareropun
atak SQL-uabeknueit. Metoasl SQL-UHBEKIHI.

Coaep:xaHue y4eOHOr0 MaTepuaJia 2
1 | OcHoBHBIE TIOHATHA U omnpeneneHus. I[loHstue kpunTorpaduyecKoro 2
npoTokona. Meronbl ayTeHTU(UKAINH, UCTIONb3ytomue naponu U PIN-koabr:
Ha OCHOBE MHOT'OPA30BBIX TapoJiel, HA OCHOBE OJIHOPA30BBIX TapoJiel, Ha OK 01.
ocHoBe ceptudukaroB. Crporas ayTeHTU(UKALMsA, OCHOBaHHAas: Ha OK 02.
Tema 1.10. CUMMETPUYHBIX  alTOPUTMAaxX, Ha AaCUMMETPUYHBIX aJIrOpUTMax, Ha OK 04.
CTaHzapTHbIE OJIHOHAMpPABICHHBIX ~Xem-QYyHKIMIX. buoMerpuueckas ayTeHTH(PUKALUSA OK 05.
METOBI 3aILUTHI [1OJIb30BATEIA. OK 09.
06BEKTOB 6a3EI JlaboparopHblie paboTHI (He npedycmompeHul) - OK 10.
TAHHBIX [IpakTrueckoe 3aHsATHE 2 IIK 1.4.
10 | Merop! KpunTorpadun 2 [K 4.5.
KonTponbHble paboThl (e npedycmompensl) - [IK 4.6.
Breaynuropnas camoctosTenbHas pabota 00y4Jaromuxcs 2
5 | CooOmenune/npesenTanys mo teme «Kpumnroananusy», « JIMEKTPOHHO- 2
nudpoBas MoaIUCH»
JAuddepeHnupoBaHHbIN 3a4eT 2
Bcero: 46

J1st XapaKTepUCTUKHA YPOBHS OCBOSHHSI yU€OHOTO MaTepraia NCTIONB3YIOTCS CIEAYIONNE 0003HAYCHHS:

— O3HAKOMMUTEJIHHBIN (Y3HaBaHHE paHee U3YUYEHHBIX 0ObEKTOB, CBOICTB);
— penpOaYKTUBHBIN (BBIMOIHEHNE ACSITEILHOCTH MO 00pasily, HHCTPYKIMH UJIH MO PyKOBOJICTBOM);

— NPOAYKTUBHBIN (IUTAHUPOBAHHUE U CAMOCTOSITENIbHOE BBIIIOJIHEHUE AESATEIbHOCTH, PELIEHHE TPOOIIEMHBIX 33/1a4).
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3. YCJIOBUA PEAJIMBALIMU ITPOT'PAMMBI IUCHUITJIMHBI

3.1. MaTepuajabHO-TEXHUYECKOE O0ecrieueHue
JlaGopatopus nporpaMmMupoBaHus U 6a3 JaHHBIX.

O6opynoBaHue J1a0OpaTOPUH:
1. KOMIUIEKTHI CTICIMATIM3UPOBAHHON yueOHOM Mebenu,
2. MapKepHas J0CKa,

Texuuueckue cpeacTBa 0OyUeHUS:

1. npoexrop,

2. DOKpaH,

3. aBTOMaTU3HMPOBaHHBIE pabourMe MecTa MO KOJIMYECTBY oOydaromuxcs (He
menee 12-15 APM) (Core 15, onepartuBHas namsate oobemom 8GB, monuTop 23.8",
MBIITb, KJIABUATypa) C BBIXOJOM B ceTh «MHTEpHET» W JOCTYNOM B 3JIEKTPOHHYIO
nH(popMarmoHHO-00pa3oBarelbHy0 cpeny, , MDY dopmara A4.

4. JIuneH3nOHHOE MPOTpaMMHOE oOecTiedyeHre o0Iero U Mpo(ecCHOHaATBLHOTO
HasHauenus, B T.4. OC Windows, MS Office, 7-Zip , Adobe Acrobat Reader, Comodo
Internet Security, Bloodshed Dev-C++, Apache NetBeans, MySQL for Windows,
Android Studio

5. Hoctynsl ¢ komnbroTepoB kab. 405 k cepepy B kad0. 110 (8-x saepHbiid
nporieccop ¢ yactoro 3 I'Tu, oneparuBHas naMsatb oo0beMoM 16 10, xecTkre AUCKU
obmum o6beMoM He MeHee 1 TO, mporpammuoe obecrieuenue: WindowsServer).

3.2. UudopmannoHHoe odecnieueHne 00yueHust
IlepedyeHnb y4eOHBIX U3IaHU, JONOJHUTEIbHOH JTUTEPATYPBHI,
NHTEepHEeT-UCTOYHUKOB

OCHOBHBIC UCTOUHUKHU:

1. Kazapun, O. B. OcHoBbI HHPOPMAIIMOHHOM 0€30MMaCHOCTH: HAJIEKHOCTD U
0e30macHOCTh MPOTPAMMHOTO oOecreueHus: y4deOHoe Tmoco0ue s CpeaHero
npodeccuonanbHoro odbpaszoBanus/ O. B. Kazapun, U. b. lllyounckwmii. — Mockaa:
M3narensctBo IOpaiit, 2021.— 342 c.— (IIpodeccrnonampHOoe o0Opa3oBaHue). —
ISBN 978-5-534-10671-8. — URL.: https://urait.ru/bcode/475889

JIOTIOTHUTEIbHBIC UCTOYHUKH:

1. Buyxkos, A. A. OcHOBBI HH()OPMAITMOHHON O€30MaCHOCTH: 3alIUTa
uHpOpMAIMK: yueOHOE TOoCcOOMe It CPeAHEro MpodecCHOHAIBHOro oOpa3oBaHus /
A. A. Baykos. — 3-e u3n., nepepab. u gon. — Mocksa: M3narensctBo FOpaiit, 2021. —
161 c. — (IlpodeccuonanbHoe obpazoBanue). — ISBN 978-5-534-13948-8. — URL.:
https://urait.ru/bcode/475890
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https://urait.ru/bcode/475889
https://urait.ru/bcode/475890

2. Cysoposa. I'. M. MUadopmarinonHast 6€301acHOCTh: yueOHOE TTocoOHe JIs
By30B / I'. M. CyBopoBa. — MockBa: U3natensctBo FOpaiit, 2021. — 253 c. — (Boicuiee
obpazoBanme). — ISBN 978-5-534-13960-0. — URL.: https://urait.ru/bcode/467370

3. Kopabensuukos, C. M. [Ipecryrmienus B chepe nHGOpMAITMOHHOM
O0e3omacHocTu: ydeObHoe mocodbue s By30B/ C. M. KopabGenbHukoB. — Mockaa:
NznarensctBo HOpaiit, 2021. — 111 c. — (Breicmee obpaszoBanme). — ISBN 978-5-534-
12769-0. — URL: https://urait.ru/bcode/476798

4. Kazapun, O. B. HagexHOCTh 1 6€3011aCHOCTh MPOTrPAMMHOI0 00ECIICUEHHUS:
yueOHoe mnocobue nns By3oB/ O.B.Kazapun, W.b. lyounckuii. — Mockaa:
NznarensctBo HOpaiit, 2021. — 342 c. — (Bricmiee obpaszoBanme). — ISBN 978-5-534-
05142-1. — URL: https://urait.ru/bcode/473348

5. I'enguna, H. . Undopmarmonnas KyJibpTypa JMYHOCTH B 2 4. YacTs 1:
yuebHoe mocobue st By3oB / H. . I'ennuna, E. B. Koconanosa, JI. H. Ps6uesa; mox
HayuyHou penakiuei H. U. 'engunoi. — 2-e u3a. — MockBa: U3pgarenscTBo HOpaiir,
2021; Kemeposo: Kem['UK. — 356 c. — (Bricmiee obpaszoBanme). — ISBN 978-5-534-
14328-7 (U3nmarensctBo HOpaiit). — ISBN 978-5-8154-0518-9 (Kem['MK). — URL:
https://urait.ru/bcode/477568

6. I'ennauna, H. . Uudopmanmonnast KynpTypa JHYHOCTH B 2 4. YacTp 2:
yueOHoe nmocodbue mis By3oB / H. U. I'ennuna, E. B. Kocomamnosa, JI. H. Ps6mesa; non
HayuyHou penakmueit H. . I'enaunoi. — 2-¢ u3n. — MockBa: M3gatensctBo HOpaidr,
2021; Kemeporo: Kem['MK. — 308 c. — (Bricmiee obpazoBanue). — ISBN 978-5-534-
14419-2 (UznmarensctBo [Opaiit). — ISBN 978-5-8154-0518-9 (KemI'MK). — URL.:
https://urait.ru/bcode/477569

HHTepHET-UCTOYHUKH
1. Caiit o mporpamMmmupoBaHuu. [DnekTpoHHbIN pecypc]. URL:

https://metanit.com/web/php/3.4.php

2. IlecrakoB A.Il. Yuurensm nadopMaTUKy 1 MaTeMaTUKHU U UX
M0003HATEIBHBIM YYEHUKAM (TUIAKTUYECKUE MaTepUaIbl IO HHPOPMATUKE U
MaTtemartuke). [DnexTponnsbiid pecypc]. URL: http://comp-science.narod.ru/

OTteuecTBEHHBIE NEPUOANYECKUE U3AAHUSA:
1 XKypuan «MTadopmanmonnas 6ezonacuocts» — URL: http://information-
security.ru/articles2/allpubliks
2 XKypuan «3amura uapopmaruu. Uncaiay (eouncmeennwiii 6 Poccuu
nepuoouuecKuil, Hay4Hvlil, UHPOPMAYUOHHO-MEMOOUUECKUIL JHCYPHAT 6 odnacmu
3amumet ungpopmayuu) — URL: http://www.inside-zi.ru/
3apyOeKHbIe IEPUOANIECKUE U3aHNS:
OTKpBITHIE 3apyOeKHBIE TEPUOIUUECKUE U3AaHUS 110 UH(POPMAITMOHHOM
0e30macHOCTH
Kypnan https://www.infosecurity-magazine.com/
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https://urait.ru/bcode/467370
https://urait.ru/bcode/476798
https://urait.ru/bcode/473348
https://urait.ru/bcode/477568
https://urait.ru/bcode/477569
https://metanit.com/web/php/3.4.php
http://comp-science.narod.ru/
http://information-security.ru/articles2/allpubliks
http://information-security.ru/articles2/allpubliks
http://www.inside-zi.ru/
https://www.infosecurity-magazine.com/

Kypuan «(IN)SECURE Magazine» https://www.helpnetsecurity.com/insecuremag-
archive/

[Tepeuenp npodeccHOHAIBHBIX 0a3 TaHHBIX

1 OtkpsIThIE TpOdEeccHoHaNbHBIE 0a3bl JaHHBIX DeepanbHON CITyKObI
TEXHHYECKOMY U IKCIIOPTHOMY KOHTPOJTIO - «BaHK JTaHHBIX yrpo3 0€301macHOCTH
unpopmanuu — URL: https://bdu.fstec.ru/threat/ ; «Crmcok yszBumoctein» — URL:
https://bdu.fstec.ru/vul

[Tepeuenn pecypcoB HHGOPMAITMOHHO-TEJICKOMMYHHUKAIIMOHHOM ceTn MHTepHeT,
HEOOXOIUMBIX JIJI1 OCBOCHUS JTUCIUATLIMHBI
http://www.fsb.ru/ (caiitr ®CB Poccun);
http://www.fstec.ru/ (caiit @eaepanbHO CIYKOBI 10 TEXHUYSCKOMY U IKCIIOPTHOMY
koHTpouro (PCTIK Poccun));
http://www.komitet2-16.km.duma.gov.ru/ (caiit komurera I'ocymapcTBeHHoM J{ymbI
110 0€30IaCHOCTH);
http://www.scrf.gov.ru/ (caiit CoBera 6e3omacHocTu Poccuiickoit denepaiun);
http://www.mvd.ru/ (caiir Munuctepcrsa BHyTpennux nen (MB]] Poccun).
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https://www.helpnetsecurity.com/insecuremag-archive/
https://www.helpnetsecurity.com/insecuremag-archive/
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http://www.fstec.ru/
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4. KOHTPOJIb 1 ONEHKA PE3YJIBTATOB OCBOEHUA JUCIUIIJIMHbI

KoHTpons ¥ oOIleHKa pe3yiabTaTOB OCBOCHHMS yYEOHOW  JIUCIMILIHHBI
OCYIIECTBIISIETCS TTPENoJgaBaTesieM B MPOLECCE MPOBEACHUS MPAKTUUECCKUX 3aHSATHH,
TECTUPOBAHUS, A TAK)KE BBIMOJHEHUS OOyYArOUIMMUCS WHIWBUAYAJIbHBIX 3aJaHUM,

MPOEKTOB, UCCIIETIOBAHUM.

Pe3yabTarnl 00yueHust Koasbl DopMbI U METOBI
GopmupyembIx OLEHKH
npogdeccuoHAIBLHBIX
U 001mmx
KOMIIeTeHI il
Ilepeyens ymMeHUH, OCBaMBaE€MBIX B paMKax OK 01. Onpoc
JIMICLIATLITHHB: OK 02. (YCTHBIN/TIMCEMEHHBIN)
- CIOJIb30BaTh METO/IbI 3aLUThI IPOTPAMMHOI0 OK 04.
o0ecreueHnss KOMIbIOTEPHBIX CUCTEM; OK 05. Tectuposanue.
- aHaJIM3UPOBATh PUCKHU U XapaKTEPUCTUKU OK 09. Ouerka
KadecTBa MPOrpaMMHOTO 00ECTICUCHUS; OK 10. BHeay IUTOPHOI
- BBIOMPATH U HCIIOJIH30BATh METO/IBI M CPEJICTBA IIK 1.4. CAMOCTOSTENEHOM
3alIUThl KOMITBIOTEPHBIX CUCTEM ITPOTrPaMMHBIMU [IK 4.5. pPaGOTHL
U anmnapaTHbIMU CPEICTBAMU; [IK 4.6.

- IPUMEHSATH CTaHJAPTHBIE METO/BI JIJIS 3AIUThHI
00BEKTOB 0a3bl TAHHBIX;

- BBIMIOJIHATH CTaHIaPTHBIE MPOIIETYPhI
PE3epBHOTO KOMMMPOBAHUS U MOHUTOPUHTA
BBITIOJTHEHUSI 3TOM MPOLIEYPHI;

- BBITIOJTHATH TIPOIEAYPY BOCCTAHOBJICHHSI 0a3bl
JAHHBIX U BECTU MOHUTOPUHT BBITTOJIHEHUS ATON
MIPOLIETYPHI;

- BBITIOJIHATH YCTAHOBKY M HaCTPOUKY
MPOrPaMMHOTO O0ecTieueHus AJist 00ecTeYeHHS
paboTHI OJIb30BaTENSI ¢ 0301 TaHHBIX;

- obecrieunBaTh THPOPMAITUOHHYIO
0€301acHOCTh Ha YPOBHE 0a3bl IaHHBIX.

- OCHOBHBIE TIOHATHUS HH(HOPMAITMOHHON
0€30I1acHOCTH;

- ICTOYHUKH BOSHUKHOBEHHUS WH()OPMAIIMOHHBIX
yrpos;

- MOJIENT ¥ TIPUHITUIIBI 3aIIUTHl HHOPMAIIUU OT
HECaHKLMOHUPOBAHHOIO JOCTYTIA;

- CIIOCOOBI 3aIUTHI HHPOPMAIIUHU B
MEePCOHATBHOM KOMIIBIOTEPE;

- METOIbl KpUIITOrpahuIecKoro
npeoOpazoBanus HHGOPMAIIIH;

- METO/Ibl aHTUBUPYCHOM 3aIIUTH HHPOPMAIUH;
- COCTaB U METObI IPABOBOM 3AIINATHI
nH(pOpMaIINK;

- MpoOJIeMBI ¥ HATIPABJICHUS PA3BUTHS
CUCTEMHBIX MPOTPAMMHBIX CPEJICTB.

ITonroroBka u
BBICTYHJICHI/IG C
JTOKJIAIOM/COOOIIIEHUEM.

HaGmronenue 3a
BBITIOJTHCHHEM
MPAKTHIECKOTO
3aJIaHMsl.
(1eITeTbHOCTBIO
CTyJIEHTA)

OneHka BBIMOTHEHUS
MPAKTHYECKOTO 3aaHuUs
(paboTsl).

Pemeunne
CUTYallMOHHOMU 3a/1a4u.
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